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Abstract: The Mobile Base Station supporting wireless Access Backhaul defined in 3GPP Release 19 (referred to as
MWARB in this paper) is an NG-RAN node composed of User Equipment (MWAB - UE) and Base Station Equipment
(MWAB - gNB). It features dynamic deployment, precise coverage, and high - level integration. Based on traditional
terrestrial cellular networks and satellite-based networks, it supports the construction of a mobile, standardized, and

low-cost communication network for the low-altitude domain layer. However, MWAB nodes are deployed at the edge
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of the network and are exposed to an open physical environment, making them vulnerable to attacks, hijacking, and il-

legal use. Security risks can penetrate from the edge network to the core network, and the security capabilities of the

existing low-altitude communication network architecture are difficult to prevent security threats. This report con-

ducts an E2E vulnerability, attack threats, and security risk analysis of the low-altitude intelligent connected communi-

cation network. An E2E security solution is proposed, which takes three security lines of defense as the concept and

three-level collaborative security monitoring capabilities as the key technology. The effectiveness and scalability of

the security solution are fully validated through coordinated testing in the live network and laboratory environments.

Also, ideas for promoting standardization are put forward.

Key words: Defense-in-Depth, Network Security, Low-altitude Intelligent Connected Communication Networks
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